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$ ssh -i {WZE} {1—TRI{EHELEDIPZRL X}

ssh-configzx (£ 5

Host {&&#A}
HostName ocw.nagoya-u.jp # Bk
User {1—Y52}
IdentityFile {WZE#ED/IX}
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— Are you sure you want to continue connecting (yes/no)?

— )LD known_hosts 7 7T ILICEFDBHRZFR=FT Do

(fICH ssh-keyscan ANV RZRHAWVWARLBEDHEHH D)
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» ssh -v

OpenSSH

debugl: |

debugl:
debugl:
debugl:
debugl
debugl:
debug:
debugl:
debugl
debug1:
debugl:
debugl:
debugl:
debugl
debugl:
debug1:
debugl:
debugl
debug1:
debugl:
debugl:
debugl:
debugl
debugl:
debug1:
debugl:
debugl
debug1:
debugl:
debugl:
debugl:
debugl
debugl:
debug1:
debugl:
debugl
debug1:
debugl:
debugl:
debugl:
debugl
debugl:
debug1:
debugl:
debugl
debug1:

Authentic

debugl:
debugl:
debugl:
debugl:
debug1:
debugl:
debugl
debugl:
debugl:
debugl:
debugl:
debugl:
debugl:
debug1:
debugl:
Welcome

ocw_pub3
.0pl, LibreSSL 3.3.6
Reading configuration data /.ssh/config

/.ssh/config line 19: Applying options for __ocw_pub3

Reading configuration data /etc/ssh/ssh_config

Jetc/ssh/ssh_config line 21: include /etc/ssh/ssh_config.d/* matched no files
/ete/ssh/ssh_config line 54: Applying opticns for *

Authenticator provider $SSH_SK_PROVIDER did not resolve; disabling

Connecting to ocw.nagoya-u.jp port 22.

Connection established.

identity file /.ssh/id_rsa type ®

identity file /.ssh/id_rsa-cert type -1

Local version string SSH-2.0-OpenSSH_9.0

Remote protocol version 2.0, remote software version OpenSSH_8.2p1 Ubuntu-4ubuntud.5
compat_banner: match: OpenSSH_8.2p1 Ubuntu-4ubuntu@.5 pat OpenSSH* compat 0x04000000
Authenticating to ocw.nagoya-u.jp:22 as '

load,

load_}
Lload |
SSHZ_|
SSH2_|

kex:
kex:
kex:
kex:

i_hostkeys: fopen /.ssh/known_hosts2: No such file or directory
hostkeys: fﬂpen /Jetc/ssh/ssh_known_hosts: No such file or directory

hostkeys: fopen fetc/ssh/ssh_known_hosts2: No such file or directory

MSG_KEXINIT sent

MSG_KEXINIT received

algorithm: curve25519-sha256

host key algorithm: ssh-ed25519

server->client cipher: chacha20-poly1305@openssh.com MAC: <implicit> compression: none
client->server cipher: chacha20-poly1305@openssh.com MAC: <implicit> compression: none

expecting SSH2_MSG_KEX_ECDH_REPLY

SSH2_!

MSG_KEX_ECDH_REPLY received

Server host key: ssh-ed25519 SHA256:0Lp0ifjOhfQUM3EybIfedMiwqY/vBmIkeK6+rumfQzQ

Load_|

load
load,

hostkeys: fopen /.ssh/known_hosts2: No such file or directary
i_hostkeys: fopen /etc/ssh/ssh_known_hosts: No such file or directory
_hostkeys: fopen /etc/ssh/ssh_known_hosts2: No such file ar directory

Host 'ocw.nagoya-u.ip' is known and matches the ED25519 host key.
Found key in f.ssh/known_hosts:13
rekey out after 134217728 blocks

SSH2_!

MSG_NEWKEYS sent

expecting SSH2_MSG_NEWKEYS

SSH2_t

MSG_NEWKEYS received

rekey in after 134217728 blocks
get_agent_identities: bound agent to hostkey
get_agent_identities: ssh_fetch_identitylist: agent contains no identities

Will
S5H2

attempt key: f.ssh/id_rsa RSA SHA256:TkimBirfsbEwWQSBede3Iczs2078DyD3IsCq6Duj4co explicit

Y
_MSG_EXT_INFO received

vA T gy

DT3B EEGDED

kex_input_ext_info: server-sig-algs=<ssh-ed25519, sk-ssh-ed25519@openssh. com, ssh-rsa, rsa-sha2-256, rsa-sha2-512, ssh-dss ,ecdsa-sha2-nistp256, ecdsa-sha2-nistp38a, ecdsa-sha2-nistp521, sk-ecdsa-sha2-nistp256@openssh. coms

SSH2

_MSG_SERVICE_ACCEPT received

Authentications that can continue: publickey

Next

Offering public key:
Server accepts key:

authentication method: publickey

cated to ocw.nagoya-u.jp ([133.6.120. 55] 22) using "publickey".

channel 0: new [client-session]

Requesting no-more-sessions@openssh.com

Entering interactive session.

pledge: filesystem

client_input_global_request: rtype hostkeys- mm@npenssh com want_reply @

client_input_hostkeys: searching /.5sh/Known_hosts for ocw.nagoya-u. jp / (none)
client_input_hostkeys: searching . /.ssh/known_hosts2 for ocw.nagaya-u.jp / {none)

client_input_hostkeys: hostkeys file /.sshfknown_hosts2 does not exist

client_input_hostkeys:
Remote:
Remote:

Sending environment.
channel 0: setting env LC_TERMINAL ) VERSION "3.4.19"
channel 0: setting env LANG = "ja_JP.UTF-8

channel 0: setting env LC_TERMINAL = "iTerm2"
to Ubuntu 20.084.5 LTS (GNU/Linux 5.4.8-132-generic x86_64)

/ ssh/id_rsa RSA SHA256:TkimBirfsbEwWQSBede3Iczs2078DyD31sCq6Dujdco explicit
ssh/id_rsa RSA SHA256:TkimB1irfsbEwWQSBede3Iczs2078DyD3IsCq6Dujdco explicit

host key found matching a different name/address, skipping UserKnownHostsFile update
/.ssh/authorized keys:1: key options: agent-forwarding port-forwarding pty user-rc xi1i-forwarding
/.ssh/authorized keys:1: key options: agent-forwarding port-forwarding pty user-rc xil-forwarding

7 %EEIJIL;\T



(BF|F) RSALECDSA

e RSA
o IRREBPDBEOREEEE) NX—X
o NHBESDRIIDREE
e ECDSA
o TFsMMiR E TOREBOIRE-E X—X
o [lEBMIERIEFAE SNTc A&

BILRETODETIE. ecdsaDAHFREHDFL
L Rilfldecdsah’HERINTWVWET !




=R, )

e SSHIZ N\EEEE . LEfEEeE . EF2% . #xmrILOdUX L
YUOWolclBEsitiiE 7 I)LICE> =9 & LT !

o F—/NICSSHEHRIZ T DL TIE. £DELELA NBEERTE ZFEE D |




SSH®D {L#8 &
BE

e Secure Shell (Wikipedia)
https://ja.wikipedia.org/wiki/Secure_Shell

e OpenSSH (A1)
https://www.openssh.com/

e Understanding SSH Workflow
https://medium.com/@hellomudit/understanding-ssh-workflow-

66a0e8d4bf65
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